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Course Overview:
Information Assurance Associates (IA2) provides comprehensive training
for cybersecurity Authorizing Officials (AOs), Security Control Assessors (SCAs)
Certification Agents and Validators.
The IA2 NSTISSI (CNSS)-4015
Certification Agent course curriculum was specifically designed for individuals
responsible for the comprehensive evaluation of the technical and non-technical
security features inherent within federal interest, Department of Defense (DoD),
national Intelligence Community (IC) or federal information infrastructures that
process classified or sensitive data. This Certification Agent/SCA course provides
one week of intense, highly concentrated, non-technical professional training
necessary to achieve the in-depth knowledge, skills, and abilities needed to enforce
cybersecurity requirements, apply Information System Security (INFOSEC)
methodologies and facilitate Assessment and Authorization (A&A) activities.
Additionally, this course addresses professional and functional requirements
necessary for Certifiers and SCA's to identify specific assurance levels achieved in
meeting applicable security policies, standards and requirements to ensure that the
Authorizing Official (AO) has the information to determine if an information
system and/or network is operating within the bounds of specified requirements
and at an acceptable level of risk. Specific focus is directed on analyzing,
evaluating and assessing information system security policies, processes and
procedures necessary to perform the comprehensive multi-disciplined risk analysis
and assessment of technical and non-technical security features within critical
information infrastructures and establish standards necessary to help protect the
confidentiality, maintain the integrity and ensure the availability of classified data,
sensitive data and critical organizational computing resources. This course also
provides an introduction to the DoD Federal Risk Management Framework (RMF).

Student Prerequisites:
Students should have an advanced understanding, practical knowledge and
recent experience in enforcing cybersecurity requirements, applying INFOSEC
methodologies and facilitating A&A activities. Students should also have extensive
system administrator and/or Information System Security Manager (ISSM)
experience, and be very familiar with the responsibilities of the DAA. Completion
of CNSS-4014 (E) and (I) and CNSS-4012 training is recommended.

Instructor Qualifications:
The IA2 award winning instructor staff are all certified as Fully Qualified
Certification Agents, Certified Information System Security Professionals
(CISSPs), Certified in Risk and Information System Control (CRISC), Certified
Information Security Managers (CISMs), Certified in NSA Information System
Security Assessment and Evaluation Methodologies (IAM/IEM), and Master
Training Specialists. Additionally, each instructor has a minimum of fifteen years
experience as a functional DOD, national Intelligence Community (IC) or federal
Information System Security Manager. For IC applications, IA2 instructor staff
members have been certified as NSA Adjunct Faculty and as NSA Accreditation
Action Officers (AAOs).

References:
 NSTISSI 1000, National Information Assurance Certification and
Accreditation Process (NIACAP)
 DoD Instruction 8500.01 "Cybersecurity" dated March 14, 2014
 DoD Instruction 8510.01, Risk Management Framework for DoD
Information Technology dated March 12, 2014
 NIST Publication 800-53, Recommended Security Controls for Federal
Systems
 NIST Publication 800-37 R-1, The Risk Management Framework (RMF)
 NCSC-TG-029, Version 1, Introduction to Certification and
Accreditation
 NCSC-TG-031, Certification and Accreditation Process Handbook for
Certifiers
 I942-TR-002, Version 1, Accreditor’s Guideline SC-2610-143-93,
 CNSS 4009, 4012, 4014 (Formerly NSTISSI)
 Various Combatant Command, Service and Agency Directives

Certification Agent Course Content
LESSON 1. Documenting the Mission Needs
This lesson focuses on the need for Certifiers to develop a comprehensive
understanding of the mission and functional responsibilities in order to ensure the
success of the A&A processes. Certifiers must possess a global understanding of
the A&A process, the system, and the mission it supports. This lesson focuses on
the following:
 Coordination with Related Disciplines – This involves identifying related
disciplines required for accomplishing IS certification; and discussing the
relationship between mission-specific disciplines and IS requirements.
 Establishing Roles and Responsibilities: This includes outlining current
roles and responsibilities of personnel assigned access to the systems
being certified; and recommending changes to include additions for
improving the roles and responsibilities and accountability for personnel
with various levels of access to the information systems being certified.
 Methods Used to Promote Effective Oral and Written Communications:
This involves the use of appropriate terms and expressions when trying to
establish effective communications. Promoting the understanding that
many words have multiple meanings and how to prevent
misunderstanding.
 How to Effectively Negotiate and Define the Requisite A&A Processes:
This includes methods used to clearly define certification requirements
and accreditation boundaries; techniques that help describe more
complex and time-consuming A&A requirements such as threat analysis,
vulnerability assessment, the risk management process and the need to
define appropriate mitigation strategies; as well as the need to effectively
outline applicable Public Laws, national statutes and service directives
that regulate specific critical A&A processes.
 Understanding the Mission – This involves identifying mission critical
elements, to include system mission, functions, and requisite interfaces;
methods used to ensure that mission critical elements are completely
identified (e.g., operational procedures and classification requirements);

confirming completeness of the mission description as it relates to
documented IS needs, and on interpreting mission critical elements in
support or denial of certification.

LESSON-2 Conducting Registration
Registration involves the collection of information needed to address the
certification process in a repeatable, understandable, and effective manner. This
lesson discusses gathering information necessary to determine the security
requirements and the level of effort necessary to accomplish A&A. The level of
effort is influenced by the degree of assurance needed in the areas of
confidentiality, integrity, accountability, and availability. This lesson focuses on
Certifiers requirement to consider the mission, environments, system life-cycle,
existing documentation, risk, architecture, users, data sensitivity, external
interfaces and other critical aspects when evaluating inherent system security
measures and controls. This lesson addresses the following:
 System

Certification Memorandum of Understanding (MOU),
Memorandum of Agreement, Inter-service Support Agreement (ISSA) or
Other Instruments. This includes identifying the purpose, scope and
content; the parties involved, coordination challenges, responsibilities
and agreement requirements; and use of these instruments within
requisite A&A documents.

 Compiling

and Defining Security Requirements.
This includes
describing the security requirement collection process; researching
security requirements; and describing and defining appropriate system
security requirements.

 Audit Collection, Evaluation, Retention and Reporting Requirements.
This includes describing audit collection requirements relative to system
certification and assisting in the identification of audit requirements.
 Coordination Requirements with Related Disciplines. This involves

identifying the role of related security disciplines in the overall process of
protecting information infrastructures; relating how these security
disciplines apply to system certification process; and defining related
security disciplines that may be needed to facilitate certification.
 Defining and Evaluating System Security Policy and Information System
Security Strategy Requirements: This includes outlining the requirement

for non-technical assessment of requisite security support documentation;
conducting a comprehensive analysis and assessment of requisite
policies, processes, procedures and protocols; evaluating compliance
with relevant instructions, regulations, directives and guidelines; and
defining and establishing critical resource requirements (fiscal,
management, logistic, etc) to ensure effective system security
administration.
 Describing the System Operating Environment:
This includes
conducting an evaluation of the physical environment and assessment of
available security features based on the threat continuum; an evaluation
of requisite administrative policies and technical procedures necessary to
counter the identified risks; identification of requisite environmental,
safety, training, and maintenance necessary to support operations.
 Information Security Policy Relevance to Systems Development: This
involves identification of applicable security policies and procedures, and
evaluating system security policies and procedures as they relate to
secure system operation.
 Establishing the Requirement for Confidentiality, Integrity and
Availability (CIA) within and Information Infrastructure: This includes
verifying and validating the requirements for confidentiality, integrity,
and availability as outlined within A&A documents. Additionally, this
lesson focuses on evaluating network architectures to ensure that
mechanism are available to enforce the CIA requirement and support the
security policies outlined in the Security Concept of Operations.
 Evaluating Administrative Security Policies and Procedures: This
includes identification and evaluation of pertinent security policies and
procedures that address technical and non-technical security issues.
 Documenting and Maintaining Security Policies, Processes, Procedures
and Protocols: This includes evaluating existing documents to ensure
they are properly maintained, current, applicable, and appropriate to
current system operations.

LESSON-3 Measuring, Managing and Mitigating Information
System Threats, Vulnerabilities and Associated Risks.
This lesson focuses on the identification, analysis, assessment and evaluation
of individual threats and vulnerabilities and their risk impact on an organization’s
critical information infrastructures. Specific discussions focus on:
 Threat, Vulnerability and Risk Analysis, Assessment and Management:
This focuses on identifying threat and vulnerabilities inherent within an
information system and methods available to analyze, assess and manage
associated risks.
 Establishing a Risk Management Framework (RMF) Process: This
includes defining the concept of threat and establishing the threat
relationship to a vulnerability, establishing the appropriate risk analysis,
assessment and management processes and defining the appropriate risk
evaluation methodologies (quantitative, qualitative, active, passive,
objective, subjective, ordinal, etc.). Outlining countermeasure options
and specific requirements and providing measurement techniques for
evaluating and expressing residual risk.
 Conducting an Environment and Threat Description Analysis: This
includes a comprehensive review of the overall system operating
environment and the associated threat continuum, an analysis of
corresponding vulnerabilities and a clear description of the evaluated
residual risks.
 Defining Threat, Vulnerability and Evaluating Risk Assessment Results:
This includes establishing a process to validate threats and corresponding
vulnerabilities identified by system owners; relating the resulting risks to
protecting the sensitivity, veracity and accessibility of data processed;
evaluating security control results to show technical and non-technical
vulnerabilities that may increase the risk threshold; and analyzing threats
posed by internal and external, intentional and unintentional threats.
 Identifying Network Vulnerabilities Inherent Within the System
Development Life-Cycle (SDLC): This involves determining the threat
domains and related vulnerability during system design and development
and identifying methods of measuring the impact of related risks as well
as defining and integrating appropriate countermeasures.

 Defining Existing and Requisite Countermeasures: This includes
identifying existing countermeasures and establishing the requirements
for additional countermeasures; determining if security countermeasures
outlined within the A&A documents are properly implemented and
enforced; and verifying and validating that the countermeasures are
properly evaluated and tested.
 Identify and Determine Residual Risk Based on a Quantitative or
Qualitative Assessment of emerging, inherent, persistent and consistent
risks: This includes defining methods used to measure risk, evaluate risk
and report risk as well as processes used to compare and contrast
technical and non-technical findings and determine appropriate
countermeasures.

LESSON-4 Legal Issues Concerns, Requirements and Restrictions.
This lesson discusses Public Laws, International Laws, National Statutes and
Federal directives that address compliance requirements and individual privacy
issues. Special focus is placed on:
 INFOSEC Security Laws, Statutes and Legal Issues – This involves
identifying, interpreting and relating relevant nation-state security laws,
treaties, and/or agreements to mission needs requirements and mission
accomplishment; and discussing how they can influence the certification
process.
 Understanding Information System Security Laws. This includes
explaining the applicability of laws, statutes, and regulations; describing
how systems will operate according to legal mandates; and identifying
the organizational point of contact for legal advice.

LESSON-5 Intrusion Prevention, Detection, Response, Recovery
and Reporting.
This lesson focuses on incident detection techniques, incident response and
recovery processes and incident reporting protocols. Specific topics include:

 Defining Incident Prevention Processes. This includes establishing the
need to facilitate incident identification methodologies and implement
specific activities necessary to restore essential system services and
regain control with a central focus on containing the incident, eradicating
the incident, and recovering from the incident.
 Defining and Evaluating Reporting Requirements. This includes an
analysis of internal and external reporting standards, guidelines, and
requirements as well as defining organizational reporting processes.
Additional emphasis is placed on incident analysis, evaluation, reporting,
response and recovery procedures and defined reporting, requirements.

LESSON-6 Physical, System and Data Access Control.
This lesson focuses on certification analysis of issues, concerns and
requirements that determine the administration and management of physical,
system and data access controls based on the sensitivity of the data processed and
the corresponding authorization requirements of individual users. Discussions
center on:
 The Review of System Access Controls: This includes evaluating access
control requirements and policies based on the classification of the data
processed; the need to enforce individual access to specific data elements
consistent with established need-to-know thresholds; the requirement to
ensure that specific access controls are easily maintained, have a
minimum impact on throughput and are transparent to users.
 Access Control Policies, Processes, Procedures and Protocols: This
involves defining access controls based on the sensitivity of data
processes; evaluating access controls within the trusted computing base;
identify deficiencies within the information system security architecture;
and identifying and recommending changes, enhancements or
modifications.
 Identifying Physical, System and Data Access Control Requirements:
This includes defining protection measures based on subject to object
access requests and requirements. Special emphasis is placed on defining
privileged access requirements, restrictions and responsibilities;
identifying system access controls based on user identifiers including
Identity Management methods; and data access privileges based on

specific rules, individual user roles or data content based on mandatory or
discretionary access control requirements. Additionally, this lesson
addresses ownership responsibilities as they relate to the philosophy of
“least-privilege”, “need-to-know”, “need-to-share” and “need-to-access”
and "assured information sharing", as well as establishing and enforcing
access control policies.
 System, Network and User Audit Control Requirements and Restrictions:
This includes defining specific audit requirements; enabling specific
audit events, reviewing and analyzing audit reports, and controlling and
protecting audit records; determining intrusion detection methodologies
including selecting appropriate tools, implementing signature updates,
establishing enforcement methods and responding to specific incidents.
 Determining Audit Requirements: This includes identifying audit events,
determining audit review requirements, documenting audit results, and
determining reporting requirements.
 Determining Intrusion Detection System (IDS) Requirements and
Restrictions:
This includes identifying required IDS capabilities,
defining IDS active and passive processes, documenting findings and
defining reporting requirements.
 Determining Access Control Requirements Based on CIA Requirements:
This includes identifying, verifying, validating and testing requisite
physical, system and data access controls based on mission requirements
and data sensitivity levels.
 Access Control Policies, Processes and Procedures: This includes
identifying and evaluating access control policies as they are
implemented within the system; determining who has access to
information, who grants access authorization, and parameters used to
validate access authorization; identifying the adequacy of implemented
access control mechanisms identified in the access control policy;
evaluating access control mechanisms implemented in accordance with
the policy; and identifying changes to the implemented access control
mechanisms.
 Labeling - verify and document that labeling is accomplished in
accordance with the requirements documented in the A&A documents.

 Physical, System and Data Labeling: This includes verifying and
validating labeling requirements based on data sensitivity levels.

LESSON-7

Life-Cycle Security and Management

This lesson focuses on implementing and managing security issues
throughout a systems operational life-cycle. Special emphasis is placed on
ensuring security requirements are properly identified and integrated in the design
and acquisition phase; tested and evaluated in the integration and installation
phase; verified and validated in the operation and upgrade phase and precisely
monitored and controlled during the replacement or obsolescence phase. Specific
discussions center around:

 Life-Cycle System Security Planning within System Development: This
includes conducting evaluations centered on life-cycle security, life-cycle
planning and managing life-cycle processes within a systems design,
development and deployment.
 Life-Cycle Security and Life-Cycle Management:
This includes
evaluating the relationship between Life-Cycle Security and Life-Cycle
Management with special focus on planning, control and implementing
requirements based on established directives and guidelines; defining
strategies and methodologies that help support Life-Cycle Security and
life-cycle management processes; and planning and enforcement actions
that help ensure security controls and management actions are
implemented throughout a systems operational life-cycle.
 Life-Cycle Integration: This includes facilitating evaluation that is
focused on integrating and implementing life-cycle processes and
procedures within a trusted domain and how these processes and
procedures help to support mission accomplishment and system
predictability within an operational environment.

LESSON-8 Defending the Information Environment (Information
Operations).
This lesson provides comprehensive discussions centered around
Information Operations (IO) as it relates to system and network design,

development and deployment; establishing accreditation and trust boundaries;
determining system integration requirements and evaluating system and network
security engineering principals. Additional discussions center on the mission
operational environment (e.g., charter, scope of authorities, and activation call-up
procedures, as they relate to the Information Warfare Condition (INFOCON)
process).
 Discussions Regarding System Development, Integration, and
Maintenance Environment: This includes outlining system development
approach in conducting certification of systems within a deployed
environment; describing access and configuration controls inherent
within the system; and determining system integration, development,
deployment, continuity and maintenance requirements.
 Security Engineering Principals, Practices, Requirements and
Restrictions: This includes identifying security engineering requirements
for developers and maintainers; establishing security-engineering
principals within the A&A process; defining security-engineering
practices and principals that are governed by national statute or
information security policy; and engineering practices defined in the
National Information Assurance Partnership (NIAP) process.
 Requirements for Applications Level Security: This includes evaluating
the effectiveness of applications security mechanisms and their
interactions with other systems and networks; identifying security
differences between operating systems and applications; and establishing
security test and evaluation plans and procedures to test security
countermeasures inherent within operating systems and application
software.
 Defining Maintenance Procedures that are Consistent with the
Classification and Sensitivity of Data Processed:
This includes
determining security requirements for system maintainers and defining
requirements to ensure that systems are upgraded and maintained to
ensure compliance with established security technical integration
requirements.
 Operating System Evaluation, Assessment and Security: This lesson
focuses on methods designed to assess operating system configuration,
security functionality and architecture. Additional emphasis includes
response and recovery conditions; security test and evaluation processes,

procedures and protocols; configuration management and control; and
operating system protection analysis techniques.
 Operating System and Application System Security: This includes
evaluating OS and software applications to identify specific security
vulnerabilities and weaknesses and formulating a strategy to resolve or
mitigate identified risks; evaluation techniques to ensure that application
software produces the required results and the proper integration of
application security controls.

LESSON-9 Malicious Logic - Prevention, Detection, Reaction,
Recovery and Reporting
This lesson addresses the threat posed by malicious logic as well as the proper
methods for labeling, downgrading, declassifying and/or destroying hardware,
software and memory components used to process sensitive, classified or
cryptologic data. Specifically, this lesson focuses on:
 Physical, System and Data Labeling: This includes verifying and
validating labeling requirements based on data sensitivity levels.
Additional focus is placed on controlling information storage media to
determine handling requirements based on content.
 Manage, Control and Protect Against the Introduction of Malicious/
Mobile Code: This includes evaluating the use and available of tools to
test the system capabilities in order to identify residual risk; verifying
that appropriate capabilities are resident in the system to mitigate risk
from malicious/mobile code contamination; and documenting the results
of testing to support the system residual risk analysis.
 Special Security Controls Required for Mobile Code: This includes
evaluation methodologies used to determine the scope and threats posed
by permitting specific mobile code within a trusted computing base.
 The Technical and Non-technical Impact of Malicious Logic: This
includes evaluating internal processes, procedures and protocols on
prevention, detection, correction and reporting techniques relevant to
malicious software.

 Methods and Control Procedures for System Components: This includes
the analysis of requisite control, disposition and disposal procedures
required for specific hardware, software, memory components and
recordable information storage media.


LESSON-10
Secure
Configuration
Management,
Contingency and Disaster Recovery Planning.

COOP,

This lesson topic focuses on controlling changes to “trusted” computing
baselines as well as the management of security features and assurances through
control of changes made to a systems hardware, software, firmware, and
documentation throughout the development and operational life of a system.
Additional discussions center around Contingency and Consequence Management;
Continuity of Operations Planning (COOP); as well as Disaster Planning,
Recovery and Reporting:
 Contingency Planning – This focuses on assessing the need and
requirement for contingency planning within specific operational
environments; identifying and confirming critical contingency elements
and IS requirements within the contingency process as they relate to
mission need elements and mission accomplishment; and defines specific
requirements to ensure requisite system recovery processes are clearly
defined to ensure certification.
 Configuration Control Policies, Processes, Procedures and Protocols.
This includes providing advice and guidance in developing and assessing
system configuration control policies and reporting deficiencies and
discrepancies within the configuration control policy.
 Contingency and Consequence Management (CM) Planning. This
includes assessing the need for contingency and CM planning; defining
contingency and CM planning activities; defining contingency and CM
planning processes; assessing and reporting contingency and CM
discrepancies.
 Contingency Action, Incident Response, Reporting and Recovery and
Disaster Planning: This includes establishing methods necessary for
contingency and consequence management; incident and disaster
recovery processes; life-cycle management and security requirements;

Continuity of Operations Planning (COOP); disaster recovery and
reporting.
 Outlining and Defining Incident Prevention Processes and Establishing
Incident Identification Methodologies: This includes evaluating specific
activities necessary to restore essential system services and regain
control. Special focus is on methods and requirements to contain the
incident, eradicate the incident and recover from the incident; as well as a
comprehensive review of internal and external reporting standards,
guidelines, and requirements necessary to facilitate organizational
reporting processes including incident analysis, evaluation, reporting,
response and recovery procedures.
 Secure Configuration Management and Control Initiatives: This includes
the evaluation of methods necessary to ensure changes, modifications or
enhancements to a trusted computing base are conducted in a controlled
and regulated manner. Additionally, special emphasis is placed on
configuration reporting and configuration auditing as well as verification
and validation (e.g. content auditing) processes used to ensure security
controls have not been adversely influenced by an incorporated change.
 Identify Contingency and Continuity of Operations Planning
Requirements/Testing Based on Mission Criticality: This includes
determining contingency requirements and documenting restoration,
recovery and reporting requirements.
 Life-Cycle Security and Configuration Control and Management: This
includes documenting technical and non-technical changes to the system
and documenting these changes, determining if the changes are
significant enough to warrant reaccredidation as well as ensuring that
configuration controls are in place to ensure proper management of
system resources and proposed changes are properly staffed and tested.
 Verify and Validate Operating System Integrity:
This includes
incorporating operating system configuration management guidelines,
including installing latest patches and consulting with available experts
and references; reporting the results of the ST&E pertaining to operating
system integrity; and verifying that the operating system integrity
capabilities present in the information systems are managed and work as
defined in the A&A documents.

 Conducting Periodic Reviews to Ensure CONOP Compliance: This
includes conducting technical and non-technical reviews to ensure that
the system operation is consistent with the certification documents; that
configuration and life-cycle management actions are enforced; that
security testing is consistent with the sensitivity levels of the trusted
domain; and that system residual risk levels remain acceptable.

LESSON-11 Network Security and Certification Evaluation.
This lesson topic focuses on the means and methods for conducting network
security evaluations; establishing Rules of Engagement; defining restrictions, and
facilitating technical and non-technical network security posture assessments. This
includes:
 Processes and Procedures for Conducting a Network Security Evaluation:
This includes identifying the existing network topology and connection
requirements; evaluating the established security requirements for
interconnecting with other systems and networks; validating network
approval processes and determining if additional security controls are
required; and conducting security tests to ensure secure network
operations.
 Establishing Parameters and Restrictions within the Certification Process:
This involves defining conditions, behaviors and standards that are
critical in establishing parameters within the certification process.
Special emphasis is placed on outlining precise rules of engagement that
focus on ensuring mission accomplishment and accomplishing
certification tasks.

LESSON-12 Information System and Network Security Assessment
and Authorization (A&A).
This lesson offers comprehensive discussions that center on the DoD and
federal Assessment and Authorization (A&A) processes with special emphasis on
the Certification Agent and SCA role in facilitating system or network
authorization. Discussions center around implementing analysis, assessment and
evaluation methodologies and the requirement for integrating technical and nontechnical security assessment procedures within the A&A process. Additional
discussions focus on the documentation, security testing requirements and risk

analysis processes associated with the new Risk Management Framework. Specific
topics cover:
 Methods, Principals and Practices of Information Security: This focuses
defining and designing procedures and protocols that will aide in the
assessment and authorization process. This includes identifying and
defining manual and automated evaluation tools that evaluate information
security within multiple environments.
 Conducting a Non-Technical Assessment of Information Security
Documentation: This includes identifying and evaluating existing
security documentation, determining the adequacy of existing
documentation; and identifying deficiencies in system documentation.
 Assessment Team Concepts and Certification Process: This includes
discussions centering around the appropriate team composition, defining
special skill-sets, outlining technical and non-technical knowledge
requirements, establishing individual roles and responsibilities and
defining requisite professional certifications required for individual
Assessment Team members. Defining the required scope for specific
certification tasks, establishing boundaries and rules of engagement, and
formulating plans of action and with specific milestones necessary to
successfully complete the system certification process.
 The Evaluation of Security Policies, Processes and Procedures: This
involves defining and evaluating specific policies and procedures that are
critical to the A&A process; correlating the absence of specific policies
or procedures that may increase the inherent risk associated with
operating the system; establishing the need to publish specific policies
and procedures that influence security or system operability and
interoperability as well as the integration of policies and procedures to
preserve data integrity that is critical to the security testing processes;
establishing a relationship between specific policies, procedures and
requirements to the A&A process and the accreditation decision.
 Review Documentation and the Origin of specific requirements
applicable to the A&A Process: This involves identify documents and
ensure compliance with the constructed A&A documents; determining
assessment standards based on established technical and non-technical
requirements; defining security requirements within a security control
matrix that are unique to the system undergoing the A&A process;

interpreting special security requirements based on the system
composition, architecture, data processed, or mission; and designing a
security assessment strategy that includes verification of technical
assessment requirements, validation of requisite non-technical support
documentation, and authentication of testing results to support a system
authorization decision.
 Evaluation of System Architecture Including Defense-in-Depth (DiD):
This includes establishing and evaluating the defined accreditation
boundary; evaluating and analyzing the system architecture drawings to
ensure that all components (e.g. HW/SW/FW) are properly employed to
establish a DiD configuration; verifying and validating internal and
external interfaces; and identifying system collateral components that are
subject to the A&A process.
 Coordinating and Identifying Collateral Resources to Facilitate the A&A
Process: This involves convening a team of responsible professionals
with a broad experience base to work together towards system
accreditation; and identifying resources and defining individual
responsibilities to effectively and efficiently satisfy the A&A process.
- An introduction to the DOD RMF including:
 RMF processes, procedures and protocols specific to system Security
Categorization, Security Control Selection, Security Control
Implementation, Security Control Assessment, Security Authorization
and Continuous Monitoring.
 RMF governance including policy alignment and transformation
initiatives.
 RMF emphasis and characteristics specific to the Assessment and
Authorization process.
 RMF artifacts including the essential elements of the System Security
Plan (SSP), the Security Assessment Plan (SAP), the Security
Assessment Report (SAR), the Risk Assessment Report (RAR) and
the Plan of Action and Milestone (POA&M).
 The content of requisite Interconnection Security Agreements and an
overview of the RMF process mapping.
 Analysis and Assessment of Security Assessment Results: This includes
identifying corrective or countermeasures that will mitigate identified
risks; and defining technical and non-technical issues and concerns to

ensure that changes, modifications or enhancements to the security
baseline will mitigate the residual risk to an acceptable level.

Student Progress Checks:
Student comprehension is measured by administering two progress checks
that are strategically placed within the course curriculum. One progress check will
occur at the beginning of the third day of training and a final cumulative progress
check is administered at the end of the last day of training. Satisfactory completion
and remedial requirements will be consistent with each customer training
standards.

